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Cyber Wellness

Cyber wellness is the positive well-being of internet users as we navigate cyberspace. It focuses
on equipping netizens like us with the knowledge and skills to harness the power of technology
for positive purposes and to maintain a safe and positive presence in cyberspace. It also seeks to
shape us as responsible users of the internet.

There are 3 Cyber Wellness key messages:

« Embrace the affordances of technology while maintaining a balanced lifestyle between
offline and online activities.

o Be asafe and responsible user of technology and maintain a positive online presence.

« Be responsible for personal well-being in the cyberspace.

Cyber wellness is important as it helps us learn about the risks and how to keep ourselves safe in
the cyberspace.

Click on the various tabs to find out more!

Commented [LYJ1]: Suggestion for change under student
resources.

I have only made edit to Cyber wellness and Mental Health
and Wellness area.

[Commented [LYJ2]: Will look into this next time. &




Cyber Bullying

1.




#StandUpStandStrongStandTogether

If you or someone you know is being bullied, do not be afraid to speak up.
You can report the bullying to your Form Teachers or through this EXIT form (QR code below):
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https://bit.ly/EXITbullying

2. Cyber Addiction

Online activities are enjoyable, so it is easy to spend long hours on the computer. It is normal for
you to want to spend more time on activities that fascinate you, and these interests are often good
outlets for learning, creativity and self-expression.

However, when any activity becomes the major focus of your life, sometimes to the point where
it starts to harm you physically, mentally or socially, you may be suffering from an addiction
problem.

Signs and symptoms of excessive internet use/gaming:

e You have problems reducing your use of the Internet;

« You crave spending more time on your digital device;

« You become aggressive, depressed or irritable without your digital device;

e You spend less time with your family;

« You lie to your family about what you do;

e Your sleep is affected, you don’t eat regularly and you don’t shower as often;
e You are tired in class and you can’t concentrate;

e Youdon’t do your school/work;

e You are absent from school or work.

Consequences of excessive internet use/gaming:
e Physical
o Migraines
Sleep disturbance
Backaches
Eating irregularities
Poor personal hygiene
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https://bit.ly/EXITbullying

« Psychological

« Social
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Inattention

Aggression

Restlessness and irritability

Preoccupation with games even when not playing
Loss of interest in other activities

You neglect personal relationships

Isolation from family and friends

Difficulties in engaging in real world communication
Social awkwardness

Poor performance in school

Self-help tools:
e https://www.healthhub.sg/live-healthy/178/stuckintheweb

e https://familiesforlife.sg/discover-an-article/Pages/Dealing-with-Cyber-Addiction.aspx

3. Online Scams

Be Smart:
Evaluate Credibility of Online Resources

Hey, can you believe What makes you 'I;I:';g ::ﬂs One way s to use the
this latest news? say that? ‘of information! . S.U.R.E framework.



https://www.healthhub.sg/live-healthy/178/stuckintheweb
https://familiesforlife.sg/discover-an-article/Pages/Dealing-with-Cyber-Addiction.aspx

6in 10 people in Singapore have
received fake COVID-19 news, likely
on social media: Survey

Use the S.U.R. E framework to determine the credibility of the sources.
. TO STAY VIGILANT AGAINST THE SPREAD OF FALSE INFORMATION
HERE ARE FOUR STEPS TO BE S.U.R.E.

* Check if there is & website link provided.
It may be harder to verify its credibility if
no clear source is given.
Y + On social media platforms, check the past’s
igil ifitisan i
+ Some fake news originate from dubious web

sources that imitate official websites by adding

so"ﬁﬁc E in an extension to the web address.

UNDERSTAND

RESEARCH

THE AUTHENTIGITY OF AN ARTICLE

EALUATE
e



Self-he

4.

Ip tools:
https://www.betterinternet.sq/-/media/B1C-2020/Learn/Online-Impersonation/ONLINE-
IMPERSONATION-ENGLISH.pdf

Helplines and Support

If you know of anyone who needs help and support on cyber issues, you can always turn to your
teachers for support.

Here ar
[ ]
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e some useful websites and helplines:

https://www.betterinternet.sq/

https://www.help123.sg/

https://www.scamalert.sg/resources/videos

https://www.csa.gov.sg/gosafeonline
https://www.healthhub.sg/programmes/186/MindSG/Caring-For-Ourselves/Learning-
About-Cyber-Wellness-Teens#home
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Touch Cyber Wellness

eCounsellingCentre www.ec2.sg
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1800-612-3123

https:// help123.sg For supportwith any Cyber Wellnessrelatedissues.

1800 377 2252

e e e e e e e For supportwith any Cyber Wellnessrelated issues.

An eCounselling service by Fei Yue Community
Services for youths aged 13 to 25.

24-hour hotline to provide support for mental health
issues, especially with regard to suicide.

ritans of Singapore

1800-221-4444



https://www.betterinternet.sg/-/media/BIC-2020/Learn/Online-Impersonation/ONLINE-IMPERSONATION-ENGLISH.pdf
https://www.betterinternet.sg/-/media/BIC-2020/Learn/Online-Impersonation/ONLINE-IMPERSONATION-ENGLISH.pdf
https://www.betterinternet.sg/
https://www.help123.sg/
https://www.scamalert.sg/resources/videos
https://www.csa.gov.sg/gosafeonline
https://www.healthhub.sg/programmes/186/MindSG/Caring-For-Ourselves/Learning-About-Cyber-Wellness-Teens#home
https://www.healthhub.sg/programmes/186/MindSG/Caring-For-Ourselves/Learning-About-Cyber-Wellness-Teens#home

Mental Health & Wellness

Mental wellness is a positive state of mental health. It is more than the absence of mental illness.
Mental health includes our emotional, psychological, and social well-being. It affects how we
think, feel, and act. It also helps determine how we handle stress, relate to others, and make
choices. Mental health is important at every stage of life, from childhood and adolescence
through adulthood.

Being mentally well means that your mind is in order and functioning in your best interest. You
are able to think, feel and act in ways that create a positive impact on your physical and social

well-being.

1. Stress Management

The most dangerous aspect of stress is how easily it can creep up on you. You think that you got
used to it. It may start to feel familiar, or even normal. You may not notice how much it is
affecting you, even as it exacts a heavy toll.

If you often feel frazzled and overwhelmed, it is time to take action to bring your emotional and
physical health back on track.

Since it is not entirely possible to cut out all forms of stress from our lives, it is even more
important - and realistic - that we learn how to cope with it. We have the power to keep our
stress under control. Discover some of these stress-busting powers!

The power of time management

Being more organised and planning our time in advance can help us
feel more in control.

It gives us a clear overview of the tasks that need to be done. Whip out

that to-do list and calendar, and start planning!

The power of positivity

Don't let negative thoughts take control over us! Try reframing them
into mativation and focus on empowering thoughts, like how we had
overcome similar challenges in the past.

Trust that our strengths of past experiences will see us through. Taking
O note of all the positive things in our life could also give us a more
balanced, grateful view of the world!



The power of mindfulness

Mindfulness is about paying attention to the present moment, to our

= thoughts and feelings, without any judgement.

W,
/ Very often, spending too much time problem solving, thinking negative

or random thoughts can be draining and stressful.

Practising mindfulness can help us become more aware of our
thoughts and feelings, so that instead of being overwhelmed by them,
we are better able to manage them.

Self-help tools:
e Stress self-assessment tool

e Coping with stress
e 101 ways to cope with stress

2. Self-care

What is self-care?

Self-care is important to maintaining a healthy relationship with yourself. It means doing things
to take care of our minds and bodies by engaging in activities that promote well-being and
reduce stress. Doing so enhances our ability to live fully, vibrantly, and effectively. The practice
of self-care also reminds both you and others that your needs are valid and a priority.

Self-care isn't just about finding ways to relax. It's about taking care of yourself mentally,
physically, emotionally, socially, and spiritually. To care for your health and well-being, it is
important to find a balance that allows you to address each of these areas. Sometimes you might
need more self-care in one specific area to restore balance or find relief from a stressor in your
life.


https://www.healthhub.sg/programmes/186/MindSG/Caring-For-Ourselves/Coping-With-Stress-Adults#self-assessment-home
https://www.healthhub.sg/programmes/186/MindSG/Caring-For-Ourselves/Coping-With-Stress-Youths#home
https://xinminsec.moe.edu.sg/qql/slot/u505/2021/Resources/Students/Mental%20Health/101%20ways%20to%20Cope%20with%20Stress/101%20ways%20to%20Cope%20with%20Stress-R3.pdf

Types of Self-Care

Emotional

IDEAS FOR HOW TO PRACTICE

SELF-CARE

Eat a diet rich in
fruits and veggies

Get enough
quality sleep

Meditate

Spend time
in nature

Start a gratitude
journal

Live in the
Take dedicated breaks present moment

from electronics

|-

Check out how to start a self-care plan here!


https://www.betterup.com/blog/self-care-plan

3. Mental Resilience

Having mental resilience means we are able to bounce back and even thrive in the face of
extreme difficulty. How do we develop resilience?

RESILIENCE

MIND OUR MINDSET

YOU CAN CONTROL |

’l DETERMINE WHAT

TURN NEGATIVE
EXPERIENCES INTO
| LEARNING EXPERIENCES

RESILIENCE

PRACTICE SELF-CARE

REVIEW YOUR CURRENT
COPING MECHANISMS

\/

DETERMINE WHAT YOU CAN CONTROL
You can't control all external events/factors, or how someone else behaves, but you can
control how you react

TURN NEGATIVE EXPERIENCES INTO LEARNING EXPERIENCES
Acknowledge your feelings and recognise that adversity or failure is part of growth;
choose to adopt a hopeful outlook

Reflect on at least 3 things on a daily basis on what you've done well, what's going well for
you, what/who you feel thankful for or simply what made you feel positive. Enhance this
benefit by writing these down in a journal

Think of personal affirmative phrases you can use to remind yourself to either take action
or to calm down -

“I can manage this emotion”,

“I can handle it, just like I've handled .." or

“I will do my best”

PRACTISE SELF-CARE

REVIEW YOUR CURRENT COPING MECHANISMS
Recognise what has helped you cope with past challenging situations or how you have
been coping to date.

What tools and strategies have you found helpful? What things are you doing that are not
helpful? Make any necessary changes to increase your ability to cope

CREATE A PLAN TO MANAGE YOUR STRESS
Identify your sources of stress in your life, these could extend beyond life situations and
may stem from your current habits, attitude and beliefs (i.e. perfectionistic)

Take care of yourself — we need to be healthy in order to meet life's challenges. This
includes not just our physical health but mental health too.

“ DEVELOP YOUR WELLNESS TOOLBOX

EXERCISE - try to incorporate 30 minutes of physical activity every day; leverage on
online exercise videos and apps for inspiration

CREATIVITY / HOBBY - develop creative pursuits that you enjoy on a regular basis
DIET - be mindful of what food is fuelling your body.

RELAXATION TECHNIQUES - find somewhere to practice being calm each day.

SLEEP - good quality sleep is one of the most powerful ways to reduce stress while
increasing energy, memory and learning,

TECHNOLOGY - use technology in healthy ways by finding time each day to disconnect



RESILIENCE

CONNECT TO COMMUNICATE

CREATE A CARING SUPPORT NETWORK

m Show and receive care towards friends, ly by talking and keeping in touch
on a regular basis. It can foster a sense of
P ORI TNORY % on a regular bas an foster a sense o

£

ope, purpose and meaning
FAiY
== DEVELOP YOUR WELLNESS TOOLBOX

COMMUNITY ENGAGEMENT
Consider being active in civic groups, faith-based organizations or other local
groups

REACH OUT FOR SUPPORT
Recognise the need to gain support from services in the community (i.e. access
counselling services for self or for loved ones)

4. Helplines and Support

It is okay to reach out.
With the daily demands of our lives, we may sometimes feel stressed, worried, or even sad. It is

common to feel this way and we are not alone in experiencing them. When things start to feel
overwhelming, it’s okay to reach out for support.

Below is a roadmap to guide you.

ADMAP TO HELP-SEEKING

START HERE!
Are you looking for o Are you currently o
basic assessment via Yes minor below the oge

@ hatiine/helpline? of 217

unw[l«d
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the Label Helpbot | |

Yes No Sose Officiol diognosis
assessment
l and/or treatment
via hotlines
Parental consant
rbked Depending on your situation,

parental involvement may. Referrals to public

be required care providers

[ School counseliors Privots procttioners
Roforrals to public care Private oppointments
providers from

[ Lmitiess
« School counseliors

sirmiov
pempsmres S
« Polyclincs or hospitals
Boiserd et

{—= Family Service Centres
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Here are some useful tools, websites and helplines:
e Mindline
e Belle, the Beyond the Label helpbot

e Mental health e-kit
e https://www.healthhub.sg/programmes/186/MindSG/Discover

o https://www.limitless.sg/facts
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IR
Need a

listening ear?

Remember, it is okay to reach out.

TOUCHIline

TOUCHIine is a helpline
to provide youths with
emotional support and
practical advice.

Call: 1800 377 2252

Monday - Friday
(Excluding Public Holidays):

SOS

S0s provides round the clock emotional support for those in
distress, thinking of suicide or affected by suicide. This service
is manned by trained volunteers.

Call: 1800 221 4444
(24-hour helpline)

There is also an alternative avenue of emotional support for
those who prefer to write. Response time for this service is

9am - 6pm

eC2

eC2is an e-Counselling
Centre where you can talk to
a trained counsellor about
the issues you are facing,
right where you are.

Youths may chat with with a
counsellor online at:

WWW.ec2.5g
Monday - Friday

(Excluding Public Holidays):
10am - 12pm & 2pm - 5pm

within 48 hours, excluding weekends and public holidays.

Email: pat@sos.org.sg

Help123

Help123 is a service for
youth to reach out to
someone for cyber wellness
issues (from cyber bullying
to having your social media
account hacked or having an
addiction to the Internet).

Call: 1800 6123 123
Find out more: help123.sg

Monday - Friday
(Excluding Public Holidays):
10am - 6pm

mindline.sg

Mindline.sg is an online platform
that provides tools, tips and
resources to help you manage your
health and well-being. Explore and
find out how you can improve your
mental well-being and support your
friends too.

Find out more: www.mindline.sg


https://www.mindline.sg/
https://www.ncss.gov.sg/our-initiatives/beyond-the-label/belle-beyond-the-label-helpbot
https://xinminsec-moe-edu-sg-admin.cwp.sg/qql/slot/u505/Students/Stress%20Management%20Info/Mental%20Health%20e-kit-Dare%20to%20Share.pdf
https://www.healthhub.sg/programmes/186/MindSG/Discover
https://www.limitless.sg/facts

